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et al. 2010). Test samples will typically contain some number of species that are not represented in the training data.
A classiﬁer that is unaware of these new species will count
them as existing species, leading to incorrect statistics and
unreliable scientiﬁc conclusions.
The problem of open category detection is to detect such
alien categories at test time. An ideal algorithm for this problem would guarantee a user-speciﬁed alien-detection rate
(e.g. 95%), while attempting to minimize the false-alarm
rate. Unfortunately, to the best of our knowledge, there are
no algorithms that provide such guarantees under general
conditions. In addition, empirical evaluations of existing algorithms for open category detection typically do not directly evaluate alien detection rates, which are perhaps the
most relevant for safety-critical applications. Overall, our
current theoretical and practical understanding of open category detection is lacking from a safety and quality perspective.
Is it possible to achieve open category detection with
guarantees? In this paper, we take a step toward answering this question by studying a simpliﬁed, but practically
relevant, problem setting. To motivate our setting, consider
the above insect identiﬁcation problem. At training time it
is reasonable to expect that a clean training set is available
that contains only the insect categories of interest. At test
time, a new sample will include insects from the training
categories along with some percentage of insects from new
alien categories. Further, scientists may have reasonable estimates for this percentage based on their scientiﬁc knowledge and practical experience. We would like to guarantee
that the system is able to raise an alarm for 95% of the insects from alien classes, with each alarm being examined
by a scientist. At the same time, we would like to avoid as
many “false alarms” as possible, since each alarm requires
scientist effort.
To formalize the example, our setting assumes a clean
training data set involving a ﬁnite set of categories and a
test data set that contains a fraction α of aliens. Our ﬁrst
contribution is show that, in this setting, theoretical guarantees are possible given knowledge of an upper bound on α.

Abstract
Open category detection is the problem of detecting “alien”
test instances that belong to categories/classes that were not
present in the training data. In many applications, reliably detecting such aliens is central to ensuring safety and/or quality
of test data analysis. Unfortunately, to the best of our knowledge, there are no algorithms that provide theoretical guarantees on their ability to detect aliens under general assumptions. Further, while there are algorithms for open category
detection, there are few empirical results that directly report
alien-detection rates. Thus, there are signiﬁcant theoretical
and empirical gaps in our understanding of open category detection. In this paper, we take a step toward addressing this
gap by studying a simpliﬁed, but practically relevant, variant
of open category detection. In our setting, we are provided
with a “clean” training set that contains only the target categories of interest. However, at test time, some fraction α of
the test examples are aliens. Under the assumption that we
know an upper bound on α, we develop an algorithm with
PAC-style guarantees on the alien detection rate, while aiming to minimize false alarms. Our empirical results on synthetic and benchmark datasets demonstrate the regimes in
which the algorithm can be effective and provide a baseline
for further advancements.

Introduction
Most machine learning systems implicitly or explicitly assume that their training experience is representative of their
test experience. This assumption is rarely true in real-world
deployments of machine learning, where “unknown unknowns”, or “alien” data, can arise without warning. Ignoring the potential for such aliens can lead to serious safety
concerns in many applications and signiﬁcantly degrade the
quality of test data analysis in others. For example, consider
a scientiﬁc application where a classiﬁer is learned to recognize speciﬁc categories of insects in freshwater samples
in order to detect important environmental changes (Lytle
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In particular, we give an algorithm that uses this knowledge
in order to provide Probably Approximately Correct (PAC)
guarantees for achieving a user speciﬁed alien detection rate.
While knowledge of a non-trivial upper bound on α may not
always be possible, in many situations it will be possible to
select a reasonable value based on domain knowledge and
prior data.
The key idea behind our algorithm is to leverage modern
anomaly detectors, which are trained on the clean data. Our
algorithm combines the anomaly-score distributions over the
training and testing data in order to derive an alarm threshold
rule that achieves the desired guarantee on the alien detection rate. In theory the detection rate guarantee will be met
regardless of the quality of the anomaly detector. The quality of the detector, however, has a signiﬁcant impact on the
false alarm rate, with better detectors leading to fewer false
alarms. Here we deﬁne “false alarm rate” as the fraction of
alarms that are false, and it is different from, but closely related to the more common deﬁnition which is the fraction of
nominal data points incorrect classiﬁed as aliens.
We carry out experiments on synthetic and benchmark
datasets using a state-of-the-art anomaly detector, the Isolation Forest (Liu, Ting, and Zhou 2008). We vary the amount
of training data, the fraction α of alien data points, along
with the accuracy of the upper bound on α provided to
our algorithm. The results indicate that our algorithm can
achieve the guaranteed performance when enough data is
available, as predicted by the theory. The results also show
that for the considered benchmarks, the Isolation Forest
anomaly detector is able to support non-trivial false positive rates given enough data. The results also illustrate the
inherent difﬁculty of the problem for small datasets and/or
small values of α. Overall, our results provide a useful baseline for driving future work on open category detection with
guarantees.

is easy to construct scenarios where such methods are incorrectly conﬁdent about the class of an alien and do not
abstain.
A variety of prior work has addressed variants of open
category detection. This includes work on formalizing the
concept of “open space” to characterize the region of the
feature space outside of the support of the training set
(Scheirer et al. 2013). Variants of SVMs have also been developed, such as the One-vs-Set Machine (Scheirer et al.
2013) and the Weibull-calibrated SVM (Scheirer, Jain, and
Boult 2014).Additional work has addressed open category
detection by tuning the decision boundary based on unlabeled data which contains data from novel categories (Da,
Yu, and Zhou 2014). Approaches based on nearest neighbor methods have also been proposed (Mendes Júnior et al.
2017). None of these methods, however, allow for the direct
control of alien detection rates nor do they provide theoretical guarantees.
There is also a recent interest in open category detection
for deep neural networks applied to vision and text classiﬁcation (Bendale and Boult 2016; Shu, Xu, and Liu 2017).
These methods usually train a neural network in a standard closed-world setting, but then analyze various activations in the network in order to infer aliens. Another related
line of work is detection of out of distribution instances,
which is similar to open category detection but assumes that
the test data come from a completely different distribution
compared to the training distribution (Hendrycks and Gimpel 2016; Liang, Li, and Srikant 2017). All of this work is
quite specialized to deep neural networks and still does not
provide direct control of alien detection rates or theoretical
guarantees.

Problem Setup
We consider open category detection where there is an unknown nominal data distribution D0 over labeled examples
from a known set of category labels. We receive as input
a “clean” nominal training set S0 based on k i.i.d. draws
from D0 . In practice, S0 will correspond to some curated labeled data that contains only known categories of interest.
We also receive as input an unlabeled “mixture” test data
set Sm that contains n points drawn i.i.d. from a mixture
distribution Dm . Speciﬁcally, the mixture distribution Dm
is a combination of the nominal distribution D0 and an unknown anomaly distribution Da , which is a distribution over
novel categories, or alien data points. We assume that Da is
stationary, so that all anomalies that appear as future test
queries will also be drawn from Da .
At training time, we assume that Dm is a mixture distribution, with probability α of generating an alien data point
from Da and probability of 1 − α of generating a nominal
point. Our results hold even if the test queries come from
a mixture with a different value of α as long as alien test
points are drawn from Da .
Given these data sets, our problem is to label test instances
in Dm as either “alien” or “nominal”. In particular, we wish
to achieve a speciﬁed alien detection rate, that is the fraction
of alien data in Dm that are classiﬁed as “alien” (e.g., 95%).

Related Work
Open category detection is related to the problem of oneclass classiﬁcation, which aims to detect outliers relative
to a single training class. One-class SVMs (OCSVMs)
(Schölkopf et al. 2001) are popular for this problem. However, they have been found to perform poorly for open
category detection due to poor generalization (Zhou and
Huang 2003), which has been partly addressed by later
work (Manevitz and Yousef 2002; Wu and Ye 2009; Jin,
Liu, and Lu 2004; Cevikalp and Triggs 2012). OCSVMs
have been employed in a multi-class setting similar to
open category detection (Heﬂin, Scheirer, and Boult 2012;
Pritsos and Stamatatos 2013). However, there are no direct
mechanisms to control the alien detection rate of these methods, which is a key requirement for our problem setting.
Work on classiﬁcation with rejection/abstaining options (Chow 1970; Wegkamp 2007; Tax and Duin 2008;
Pietraszek 2005) allows classiﬁers to abstain from making
predictions when they are not conﬁdent. While loosely related to open category detection, these approaches do not directly consider the possibility of novel categories, but rather
focus on assessing conﬁdence with respect to the known categories. Due to their closed-world discriminative nature, it
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Algorithm 1

At the same time we would like the false alarm rate to be
small, which is the fraction of alarms that are false.
Our approach to this problem will assume the availability
of an anomaly detector, which is trained on S0 and assigns
anomaly scores to all data points in both S0 and Sm . Intuitively, the anomaly scores order the data according to how
anomalous they appear relative to the nominal data (higher
scores being more anomalous). An ideal detector would rank
all alien data points higher than all nominals, though in practice, the ordering will not be so clean. Our approach labels data in Sm by selecting a threshold on the anomaly
scores and labeling all data with scores above the threshold as aliens and others as nominals. Our key challenge is
to select a threshold that provides a guarantee on the alien
detection rate.

1: Get anomaly scores for all points in S0 and Sm denoted

x1 , x2 , · · · , xk and y1 , y2 , · · · , yn respectively.

2: Compute empirical CDFs F̂0 and F̂m .
3: Calculate F̂a using equation 1.
4: Output detection threshold

τ̂q = max{u ∈ S : F̂a (u) ≤ q},
where S = {x1 , x2 , · · · , xk , y1 , y2 , · · · , yn }.

1972) and clipping. Isotonization ﬁnds the monotonically increasing function F̂a∗ that is closest to F̂a in squared error. To
convert F̂a into a legal CDF, we ﬁrst isotonize F̂a , and then
for the isotonized version, set the part smaller than 0 to 0
and the part greater than 1 to 1. Denote this this isotonized
and clipped version of the CDF as F̌a . In our experiments,
we consider a variant of the above algorithm that uses F̌a
instead of F̂a in step 4.

Algorithms for Open Category Detection
In order to obtain theoretical guarantees, our algorithm assumes knowledge of the alien mixture probability α that is
used to generate the mixture data Sm . Later, we will show
that simply knowing an upper bound on α is sufﬁcient for
guarantees.
Our approach is based on considering the cumulative distribution functions (CDFs) over anomaly scores of a ﬁxed
anomaly detector. Let F0 , Fa , and Fm be the CDFs of
anomaly scores for the nominal data distribution D0 , alien
distribution Da , and mixture distribution Dm respectively.
Since Dm is a simple mixture of D0 and Da , we can write
Fm as:
Fm (x) = (1 − α)F0 (x) + αFa (x).

Finite Sample Guarantee
In the limit of inﬁnite data (both nominal and mixture) and
perfect knowledge of α, F̂a will converge to the true alien
CDF, and our algorithm will achieve the desired alien detection rate. In this section, we consider the ﬁnite data case and
derive bounds on amount of data required to achieve performance guarantees. Since our algorithm depends on random
i.i.d. samples of nominal and mixture data our guarantees
are probabilistic in nature. In particular, our goal is to derive
a sufﬁcient value for n that will guarantee with high probability over runs of the algorithm that a speciﬁed alien alarm
rate of 1 − q is approximately achieved.
For simplicity we will assume that the sizes of the nominal and mixture datasets are equal, that is, |S0 | = |Sm | = n.
The key theoretical tool we use is a ﬁnite sample result on
the uniform convergence of empirical CDF functions (Massart 1990). To use this result, we will make a reasonable
technical assumption that the nominal and alien CDFs F0
and Fa are continuous with convex support. In the following, let 1 − q be the target alien detection rate and τq be the
true q-quantile of the alien CDF. Any threshold lower than
τq will guarantee an alien detection rate of at least 1 − q.

From this we can derive the CDF for Fa in terms of Fm and
F0 :
Fm (x) − (1 − α)F0 (x)
Fa (x) =
.
α
Given the ability to derive Fa , it is straightforward to achieve
an alien detection rate of 1 − q (e.g. 95%) by selecting an
anomaly score threshold τq that is the q quantile of Fa and
raising an alarm on all test queries whose anomaly score is
greater than τq .
In reality, we do not have access to Fm or F0 and hence
cannot exactly derive Fa . Rather, we have samples Sm and
S0 to work with. Thus, our algorithms work with empirical
CDFs F̂0 and F̂m which are simple step-wise approximations, and estimate an empirical CDF over aliens:
F̂m (x) − (1 − α)F̂0 (x)
F̂a (x) =
.
α

Theorem 1. Let S0 and Sm be nominal and mixture data
sets containing n i.i.d. samples from the nominal and mixture data distributions respectively. For any  ∈ (0, 1 − q)
and δ ∈ (0, 1), if
 2 
2
1
2−α
2
1
√
,
n > ln
2 1− 1−δ 
α

(1)

Our algorithm computes the above estimate of F̂a and
uses it to select a threshold τ̂q to be the largest threshold
such that F̂a (τ̂q ) ≤ q, where 1 − q is the target alien detection rate. The steps of this algorithm are as follows.

then with probability at least 1 − δ Algorithm 1 will return a
threshold τ̂q that achieves an alien detection rate of at least
1 − q − .

Although F̂m and F̂0 are both legal CDFs, the estimate
for F̂a from step 3 in the algorithm above may not necessarily be a legal CDF—it may not increase monotonically and
it may even be negative. One common technique for dealing
with this problem is to use isotonization (Barlow and Brunk

The proof is in the Appendix. Qualitatively we see that the
required sample size n grows logarithmically in 1/δ, which
is not a major concern. More signiﬁcantly, n must grow as
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 2
and 1 . This indicates that the required sample size
grows signiﬁcantly for smaller values of α and smaller tolerance values . We will see this relationship to α play out in
our experiments. Nevertheless, this provides a guarantee that
is polynomial in all of the relevant parameters. We believe
this is the ﬁrst such guarantee for open category detection.
What if we don’t know the exact value of α? If our algorithm uses an upper bound α on the true α to compute F̂a
then we can still provide a guarantee. In this case, in addition
to the assumptions in Theorem 1, we need a concept of an
anomaly detector being sufﬁcient. We say that an anomaly
detector is sufﬁcient for a problem, if the score CDFs satisfy
F0 (x) ≥ Fm (x) for all x ∈ R. Most reasonable anomaly
detectors will be sufﬁcient in this sense, since the alien CDF
will typically concentrate more mass toward larger anomaly
score values compared to F0 .
 1 2

divide the mixture data points at random into 10 groups. For
each fold, we estimate F̂a and τa from nine of the 10 groups
and then score the mixture points in the held-out fold according to τa . The true alarm and false alarm results from each
fold are combined to obtain the ﬁnal output for the entire
mixture data set.
For each combination of n and α, we repeated the experiment 100 times. For each run, we record both the alien detection rate, which we call “recall” in the table and the false
alarm rate and report the mean and 95% conﬁdence intervals
of each. In addition we report the “failure rate”, which is the
fraction of the 100 runs that did not achieve the desired alien
detection rate. In all experiments the desired detection rate
is 95%.
We also generate a large nominal data set and a large
anomaly data set both of size 20 000 in order to obtain “oracle” results for the best possible false alarm rate in each
conﬁguration. To get this “oracle”, in every experiment, we
use the large data set in order to accurately estimate the 5%
quantile of the anomaly data and use that threshold to compute an accurate estimate of the false alarm rate using the
large anomaly dataset.
Table 1 gives results for our algorithm (with and without
isotonization) and the oracle. The “Basic CDF” columns report the results of Algorithm 1 using simple empirical CDF
estimates, while the “Iso CDF” uses the isotonized CDF estimates
The ﬁrst major observation is that for any ﬁxed value of
α the performance increase with n as expected. For small
sample sizes, the recall generally does not achieve the goal
of 95%, which should be expected. Further we see that the
required sample size needed to approach achieving the 95%
goal increases for smaller values of α. This is predicted by
Theorem 1. For α = 0.5 we see that the goal is achieved on
average as soon as n = 500, while for α = 0.01 the goal is
is not even achieved for n = 10, 000.
If we consider the false alarm rates, we see that in cases
where we are close to achieving the detection-rate goal, the
false alarm rate is close to that of the oracle. This indicates
that our algorithm has little room to improve in terms of false
detection rates. Rather the primary way to improve the false
detection rates would be to use more effective anomaly detectors. Note that the failure rates appear to be relatively high
and do not approach zero, even for large sample sizes. The
reason for this is that the algorithm was run with a goal recall
of 95%, and the individuals runs will tend to exhibit small
ﬂuctuation on both sides of 95%. Failure rates closer to 0
can be achieved by running the algorithm for recall levels
slightly higher than 95%.
We see that the basic CDF method tends to achieve lower
recall and lower false alarm rates compared to the isotonized
version. This is due to the fact that the smoothing done for
the isotonized CDFs tends to result in smaller threshold estimates, which results in higher recall, but also more false
alarms.
Benchmark Data Experiments. We now give results for
experiments on the ﬁve UCI multi-class datasets listed in
Table 2. Each data set is constructed by splitting the classes
into two groups, nominal and alien. This allows us to gen-

α

Corollary 1. Consider running Algorithm 1 using an upper bound α on the true α. Under the same assumptions of
Theorem 1, if the anomaly detector is sufﬁcient and
2
 2 
2 − α
1
2
1
√
,
n > ln
2 1− 1−δ 
α
then with probability at least 1 − δ, Algorithm 1 will return a
threshold τ̂q that achieves an alien detection rate of at least
1 − q − .
While we can achieve a guarantee using an upper bound
on α , the returned threshold will be more conservative
(smaller) than if we had used the true α. This will result
in higher false alarm rates, since more nominal points will
be above the threshold. Thus it is desirable to use a value of
α that is as close to α as possible. Our experiments study
the impact of using an imprecise α .

Experiments
All of our experiments employ the Isolation Forest anomaly
detector (Liu, Ting, and Zhou 2008), which has been demonstrated to be a state-of-the-art detector in recent empirical
studies (Emmott et al. 2013).
Synthetic Data Experiments. We ﬁrst run controlled experiments on synthetic data. The data points are generated
from 9-dimensional normal distributions. The dimensions of
the nominal distribution D0 are independently distributed as
N (0, 1). The alien distribution is similar, but with probability 0.4 the 3 out of the 9 dimensions are distributed as
N (3, 1) and with probability 0.6, 4 out of 9 dimensions follow N (3, 1).
In each experiment, the nominal data set and the mixture
data set are of the same size n, and the mixture data set
contains α proportion of anomaly points. The experiments
are carried out for n = 100, 500, 1 000, 5 000, 10 000 and
α = 0.01, 0.05, 0.10, 0.20, 0.50. We run the Isolation Forest algorithm to compute 1 000 full depth isolation trees on
the nominal data. Each tree is grown on a randomly-selected
20% of the clean data points. We compute anomaly scores
for the nominal points via out-of-bag estimates and anomaly
scores for the mixture points using the full isolation forest.
We then apply Algorithm 1 via 10-fold cross validation. We
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Table 1: Failure rate, recall (i.e. alien detection rate) and false alarm rate from experiments using 9-dimensional normal data,
95%
Recall
α
0.01

0.05

0.10

0.20

0.50

n
100
500
1000
5000
10000
100
500
1000
5000
10000
100
500
1000
5000
10000
100
500
1000
5000
10000
100
500
1000
5000
10000

Basic CDF
False Alarm Rate

Iso CDF
Recall

False Alarm Rate

failrate

recall±CI

FAR±CI

Oracle

failrate

recall±CI

FAR±CI

Oracle

0.40
0.51
0.75
0.76
0.73
0.61
0.65
0.58
0.69
0.53
0.67
0.64
0.54
0.65
0.55
0.45
0.63
0.51
0.52
0.59
0.56
0.49
0.50
0.44
0.40

0.600± 0.098
0.868±0.030
0.859±0.022
0.895±0.012
0.916±0.008
0.826±0.034
0.906±0.015
0.924±0.011
0.937±0.005
0.948±0.004
0.866 ±0.025
0.929±0.010
0.939±0.007
0.947±0.004
0.950±0.003
0.918±0.015
0.939±0.006
0.949±0.005
0.950±0.002
0.949±0.001
0.942±0.008
0.951±0.003
0.950±0.002
0.950±0.001
0.950±0.000

0.741±0.060
0.621±0.048
0.622±0.050
0.487±0.045
0.467±0.045
0.643±0.037
0.435±0.048
0.415±0.044
0.280±0.033
0.275±0.037
0.476±0.034
0.364±0.042
0.303±0.040
0.159±0.025
0.137±0.024
0.400±0.036
0.222±0.027
0.171±0.025
0.067±0.004
0.051±0.002
0.149±0.016
0.057±0.005
0.035±0.002
0.016±0.001
0.013±0.000

0.939
0.825
0.772
0.629
0.586
0.742
0.477
0.388
0.246
0.208
0.578
0.299
0.232
0.130
0.111
0.387
0.166
0.121
0.064
0.054
0.125
0.048
0.034
0.017
0.014

0.14
0.09
0.17
0.22
0.20
0.21
0.19
0.24
0.24
0.21
0.35
0.23
0.28
0.29
0.35
0.21
0.33
0.24
0.42
0.52
0.33
0.39
0.43
0.43
0.40

0.860±0.069
0.982±0.011
0.975±0.013
0.970±0.010
0.974±0.008
0.940±0.026
0.968±0.012
0.970±0.009
0.973±0.005
0.974±0.006
0.940±0.020
0.974±0.008
0.967±0.008
0.968±0.005
0.963±0.005
0.963±0.013
0.964±0.007
0.969±0.005
0.956±0.003
0.951±0.002
0.960±0.008
0.957±0.004
0.952±0.002
0.950±0.001
0.950±0.000

0.956±0.017
0.917±0.031
0.932±0.025
0.856±0.044
0.876±0.039
0.850±0.027
0.807±0.036
0.761±0.046
0.682±0.056
0.663±0.062
0.703±0.038
0.707±0.048
0.605±0.056
0.500±0.061
0.363±0.064
0.603±0.036
0.417±0.045
0.393±0.049
0.142±0.031
0.076±0.019
0.233±0.025
0.097±0.015
0.042±0.005
0.016±0.001
0.013±0.000

0.939
0.825
0.772
0.629
0.586
0.742
0.477
0.388
0.246
0.208
0.578
0.299
0.232
0.130
0.111
0.387
0.166
0.121
0.064
0.054
0.125
0.048
0.034
0.017
0.014

erate nominal data sets S0 and mixture data sets Sm for any
value of α. Since the amount of data in these sets is ﬁxed, we
do not vary the value of n as in the previous experiments. We
follow an experimental protocol similar to that employed for
the synthetic data and give results for three values of α. In
addition, for each value of α we run experiments where our
algorithm uses different upper bounds α̂ > α to observe the
impact of imprecise speciﬁcation.
Overall the results are qualitatively similar to those for
the synthetic data. In many conﬁgurations the target recall
of 95% is achieved on average. The cases where the target are not met are typically for smaller values of α, which
our theory predicts has increased data requirements. In the
case of Optical Digits the recalls tend to be worse than on
other datasets. This is due to the fact that this data set is
much smaller than the other datasets, which makes the performance suffer.
We also see that when using an inaccurate upper bound α̂
on α the recall and false positive rates tend to increase. This
is predicted by the theory and is due to the fact that using
an upper bound results in more conservative thresholds. We
see, however, that the false alarm rates increase quite rapidly
as the gap between α̂ and α grows. This indicates that in
practice it will be important to use α estimates that are as
accurate as possible. Again the isotonic results are signiﬁcantly more conservative. This suggests that when there is
enough data, it is preferable to use the basic CDF approach

in order to arrive at better false alarm rates.
Overall these results indicate that using a state-of-the-art
anomaly detector with our algorithm results in relatively
good performance with respect to recall when the amount
of data is sufﬁcient for the particular value of α. The false
alarm rates vary signiﬁcantly across datasets for conﬁgurations where the recall constraint is met on average. In general, these rates are controlled by the quality of the anomaly
detector, which suggests that the selection of an appropriate
detector is critical for achieving practical false alarm rates.

Summary
We have taken a step toward open category detection with
guarantees. We found it necessary to assume a mixture
model of nominals and aliens with a known mixture rate α
to provide guarantees on the alien detection rate. To the best
of our knowledge, however, this is the ﬁrst such guarantee
under any similarly restrictive conditions. It is an important
open problem to generalize the restrictions under which such
guarantees can be derived. Developing methods for reliably
estimating upper bounds on α is one avenue for generalization. However, this is a difﬁcult problem both theoretically
and empirically.
Our experiments demonstrate that, using a state-of-theart anomaly detector on benchmark datasets, our algorithm
is able to achieve guarantees on the average recall while
producing non-trivial false alarm rates. Meeting the guaran-

360

Table 2: Failure Rate, Recall (i.e. alien detection rate) & False Alarm Rate for UCI Datasets,95%

Recall
Dataset

α

α̂

Landsat

0.1
0.1
0.1
0.2
0.2
0.2
0.4
0.4
0.4

Opt.digits

Basic CDF
False Alarm Rate

Iso CDF
Recall

False Alarm Rate

Failrate

recall±CI

FAR±CI

Failrate

recall±CI

FAR±CI

0.100
0.104
0.108
0.200
0.208
0.216
0.400
0.416
0.432

0.515
0.410
0.245
0.485
0.205
0.035
0.450
0.010
0.000

0.936 ± 0.007
0.951 ± 0.005
0.967 ± 0.004
0.948 ± 0.004
0.967 ± 0.003
0.982 ± 0.002
0.952 ± 0.002
0.974 ± 0.001
0.991 ± 0.001

0.077 ± 0.019
0.104 ± 0.022
0.148 ± 0.025
0.061 ± 0.012
0.104 ± 0.017
0.184 ± 0.023
0.036 ± 0.003
0.089 ± 0.010
0.249 ± 0.021

0.240
0.175
0.070
0.295
0.105
0.015
0.395
0.010
0.000

0.969 ± 0.007
0.978 ± 0.005
0.987 ± 0.003
0.966 ± 0.004
0.981 ± 0.003
0.991 ± 0.002
0.956 ± 0.003
0.980 ± 0.002
0.994 ± 0.001

0.400 ± 0.046
0.438 ± 0.045
0.478 ± 0.043
0.267 ± 0.041
0.328 ± 0.041
0.410 ± 0.041
0.084 ± 0.018
0.207 ± 0.027
0.378 ± 0.031

0.1
0.1
0.1
0.2
0.2
0.2
0.4
0.4
0.4

0.100
0.104
0.108
0.200
0.208
0.216
0.400
0.416
0.432

0.693
0.698
0.656
0.600
0.555
0.395
0.510
0.305
0.100

0.869 ± 0.015
0.889 ± 0.012
0.905 ± 0.011
0.926 ± 0.008
0.940 ± 0.006
0.954 ± 0.006
0.944 ± 0.005
0.964 ± 0.004
0.981 ± 0.003

0.171 ± 0.025
0.186 ± 0.026
0.213 ± 0.028
0.163 ± 0.020
0.200 ± 0.024
0.245 ± 0.027
0.157 ± 0.015
0.212 ± 0.019
0.303 ± 0.023

0.382
0.355
0.296
0.355
0.285
0.185
0.365
0.200
0.060

0.938 ± 0.012
0.948 ± 0.010
0.955 ± 0.009
0.958 ± 0.007
0.966 ± 0.006
0.975 ± 0.005
0.957 ± 0.005
0.976 ± 0.004
0.989 ± 0.002

0.484 ± 0.049
0.500 ± 0.048
0.524 ± 0.047
0.396 ± 0.042
0.421 ± 0.041
0.461 ± 0.040
0.284 ± 0.030
0.369 ±0.033
0.469 ± 0.033

pageb

0.1
0.1
0.1
0.2
0.2
0.2
0.4
0.4
0.4

0.100
0.104
0.108
0.200
0.208
0.216
0.400
0.416
0.432

0.660
0.570
0.450
0.575
0.400
0.195
0.540
0.245
0.050

0.913 ± 0.012
0.929 ± 0.012
0.944 ± 0.011
0.935 ± 0.010
0.952 ± 0.009
0.967 ± 0.009
0.945 ± 0.004
0.963 ± 0.003
0.980 ± 0.002

0.259 ± 0.025
0.296 ± 0.027
0.337 ± 0.028
0.242 ± 0.017
0.298 ± 0.020
0.376 ± 0.024
0.254 ± 0.010
0.312 ± 0.012
0.390 ± 0.015

0.460
0.370
0.270
0.425
0.315
0.115
0.445
0.195
0.045

0.938 ± 0.013
0.949 ± 0.012
0.961 ± 0.011
0.947 ± 0.010
0.962 ± 0.010
0.976 ± 0.009
0.952 ± 0.004
0.969 ± 0.003
0.984 ± 0.002

0.413 ± 0.039
0.448 ± 0.038
0.498 ± 0.037
0.341 ± 0.032
0.401 ± 0.032
0.488 ± 0.031
0.288 ± 0.016
0.353 ± 0.018
0.446 ± 0.021

Shuttle

0.1
0.1
0.1
0.2
0.2
0.2
0.4
0.4
0.4

0.100
0.104
0.108
0.200
0.208
0.216
0.400
0.416
0.432

0.550
0.345
0.125
0.505
0.135
0.000
0.485
0.000
0.000

0.945 ± 0.005
0.961 ± 0.004
0.978 ± 0.003
0.951 ± 0.003
0.971 ± 0.003
0.989 ± 0.002
0.950 ± 0.001
0.974 ± 0.001
0.995 ± 0.001

0.171 ± 0.013
0.216 ± 0.017
0.287 ± 0.023
0.159 ± 0.007
0.211 ± 0.013
0.318 ± 0.020
0.147 ± 0.002
0.188 ± 0.003
0.296 ± 0.009

0.410
0.210
0.055
0.440
0.130
0.000
0.465
0.000
0.000

0.958 ± 0.005
0.972 ± 0.004
0.986 ± 0.003
0.954 ± 0.003
0.975 ± 0.003
0.992 ± 0.002
0.951 ± 0.001
0.975 ± 0.001
0.996 ± 0.001

0.292 ± 0.033
0.361 ± 0.034
0.446 ± 0.036
0.185 ± 0.015
0.266 ± 0.022
0.396 ± 0.026
0.147 ± 0.002
0.191 ± 0.005
0.312 ± 0.010

Covertype

0.1
0.1
0.1
0.2
0.2
0.2
0.4
0.4
0.4

0.100
0.104
0.108
0.200
0.208
0.216
0.400
0.416
0.432

0.520
0.350
0.160
0.545
0.105
0.000
0.545
0.090
0.000

0.945 ± 0.007
0.960 ± 0.006
0.977 ± 0.005
0.948 ± 0.003
0.970 ± 0.002
0.988 ± 0.001
0.950 ± 0.002
0.969 ± 0.002
0.988 ± 0.001

0.269 ± 0.016
0.310 ± 0.020
0.377 ± 0.028
0.194 ± 0.006
0.246 ± 0.011
0.345 ± 0.018
0.267 ± 0.004
0.302 ± 0.005
0.384 ± 0.010

0.480
0.250
0.090
0.510
0.085
0.000
0.520
0.075
0.000

0.953 ± 0.007
0.969 ± 0.006
0.984 ± 0.004
0.951 ± 0.003
0.973 ± 0.002
0.991 ± 0.001
0.951 ± 0.002
0.970 ± 0.002
0.989 ± 0.001

0.171 ± 0.037
0.221 ± 0.039
0.294 ± 0.040
0.211 ± 0.012
0.279 ± 0.018
0.395 ± 0.021
0.268 ± 0.004
0.310 ± 0.007
0.402 ± 0.012

tees required enough data and the amount of data needed
increased for smaller α values. These results agree with
our theoretical analysis and indicate the inherent difﬁcult of
open category detection in the small α setting. Fortunately,
when α is small, it may be possible in some applications to
afford lower recall rates, since the frequency of aliens will
be smaller. However, in safety-critical applications where a
single undetected alien poses a threat, there is little recourse

other than to collect more data or allow for higher false positive rates.
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In this case we will have
P (sup |F̂a (x) − Fa (x)| > )
x

Proof for Theorem 1
Suppose there are n random variables which are i.i.d. from
the distribution with CDF F and let F̂n be the empirical CDF
calculated from this sample. Then Massart (1990) shows that
√
P ( n sup |F̂n (x) − F (x)| > λ) ≤ 2 exp(−2λ2 ) (2)
x

If this inequality holds, then for any value τ̂q such that
F̂a (τ̂q ) ≤ q, we have
Fa (τ̂q ) ≤ F̂a (τ̂q ) +  ≤ q + ,
and thus

τ̂q ≤ τq+ .
So we have with probability at least 1 − δ, any τ̂q satisfying
F̂a (τ̂q ) ≤ q will satisfy τ̂q ≤ τq+ .


x

We have
P (sup |F̂a (x) − Fa (x)| > )
x

≤

≤

=

Proof for Corollary 1

F̂m (x) − (1 − α)F̂0 (x)
P (sup |
−
α
x
Fm (x) − (1 − α)F0 (x)
| > )
α
1
P (sup | (F̂m (x) − Fm (x)) −
α
x
1−α
(F̂0 (x) − F0 (x))| > )
α
1
P ( sup |F̂m (x) − Fm (x)| +
α x
1−α
sup |F̂0 (x) − F0 (x)|) > )
α
x
1
1
P ({ sup |F̂m (x) − Fm (x)| >
}
α x
2−α
1−α
1−α
sup |F̂0 (x) − F0 (x)| >
})
∪{
α
2−α
x
α
}
P ({sup |F̂m (x) − Fm (x)| >
2−α
x
α
}).
∪ {sup |F̂0 (x) − F0 (x)| >
2−α
x

If α ≥ α, and if we write
Fm (x) − (1 − α )F0 (x)
,
α
then Fa is still a legal CDF, because
Fa (x) =

Fa (−∞) = 0, Fa (∞) = 1,
and it is easy to show that Fa is monotonically nondecreasing.
But
(α − α )(Fm (x) − F0 (x))
≥ 0, ∀x ∈ R.
Fa (x) − Fa (x) =
αα

and because of this, if we let τq+
denote the q+ quantile of


Fa , we will have τq+ ≤ τq+ . By the proof of previous the
2
orem, we know that when n > 12 ln 1−√21−δ ( 1 )2 ( 2−α
α ) ,


we have with probability at least 1 − δ, τ̂q ≤ τq+ ≤ τq+ .
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