Foundations of Autonomy and Its (Cyber) Threats: From Individuals to Interdependence: Papers from the 2015 AAAI Spring Symposium

Cognitive Fingerprints
Myriam Abramson
Naval Research Laboratory, Code 5584
Washington, DC 20375
myriam.abramson@nrl.navy.mil

traditional authentication methodologies strive to provide instant results based on something you know (e.g., a pin) or
something you have (e.g., a ﬁngerprint), behavioral biometrics try to provide continuous authentication based on something you are which can be more difﬁcult to spoof and also
to acquire. Behavioral biometrics do not claim uniqueness
but may corroborate other evidence or be combined to produce uniqueness. Recently, due to the proliferation of sensor devices capturing unconscious patterns of behavior and
the ubiquity of the Web, it has become possible to construct
cognitive proﬁles deﬁning who we are based on the digital
traces of the myriad of decisions we make leading to a new
type of biometrics involving cognition.
“Cognitive ﬁngerprints” is an expression that has been
coined, to the best of our knowledge, in the context of the
DARPA Active Authentication (AA) program (Guidorizzi
2012). It is informally deﬁned as the unique pattern arising from our interaction with existing technology without
the need for speciﬁc sensors (Guidorizzi 2013) and thereby
bypassing the need for cooperation from the user. Underlying the idea of cognitive ﬁngerprint is “implicit learning”
such as the unconscious learning occurring in the formation
of skills or habits. The knowledge acquired through implicit
learning does not have an explicit representation. Consequently, what we know cannot be easily stolen or divulged
making implicit learning methods very attractive as an alternative to key-based encryption (Bojinov et al. 2014).
In Section 2, we describe selected modalities of cognitive ﬁngerprints developed within the AA program and their
respective methodologies. In Section 3, we introduce Webenabled cognitive ﬁngerprints based on Web browsing and
social media user proﬁles. Issues and challenges can be
found in Section 4.

Abstract
Ever since “True Names” by Vernor Vinge, identity has been
recognized as our most valued possession in cyberspace. Attribution is a key concept in enabling trusted identities and deterring malicious activities. The rash of recent cyber-attacks
targeting consumers, coupled with the massive amount of
available digital data, has forced us to rethink our very notion of authentication as a one-shot process of verifying a
claim of identity. In this context, this paper surveys the status of “cognitive ﬁngerprints” where how you think or what
you are thinking can reveal who you are. The computational
approaches vary but most involve machine learning and data
mining techniques and speciﬁc computational methods will
be highlighted. Digital traces from social media activities are
presented as an example of a cognitive ﬁngerprint.
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Introduction

The science of autonomy requires new methods for the veriﬁcation and validation of highly complex and adaptive systems from two different perspectives. First, the control of
autonomous systems, as virtual or physical agents, requires
new methods for authenticating the human-in-the-loop in order to propagate trust. In other words, the certiﬁcation of autonomous systems implies the continuous authentication of
the entities on behalf of which the systems operate for attribution purposes. Second, the prediction of autonomous systems states, including the possibility of deception, requires
the determination of a cognitive ﬁngerprint to identify problem solving strategies.
Attribution is broadly deﬁned as the assignment of an
effect to a cause. We differentiate between authentication and identiﬁcation as two techniques for the attribution
of identity. Authentication is deﬁned as the veriﬁcation
of claimed identiﬁcation (Jain, Bolle, and Pankanti 1999).
Identiﬁcation involves recognition as a one-to-many matching problem while authentication is a one-to-one matching
problem. Authentication is further distinguished from deanonymization (also called re-identiﬁcation) which seeks to
identify people by name (or other personally identiﬁable information) from the cross reference of data sources. However, de-anonymization is only valid for a certain dataset
and, unlike authentication, has no predictive power. While
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Related Work

Previous work on operating system commands has been extended in (Salem and Stolfo 2011) to model user information search behavior on the desktop ignoring other typical
activities such as networking or printing. This work is based
on user studies showing different search behavior depending
on familiarity with the environment. A user model is constructed based on search behavior features (e.g., accesses to
desktop search tools, number of ﬁle touches, and frequency
of ﬁle system navigation) aggregated in 2-minute increments
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using one-class classiﬁcation methods to detect deviations
from normal user behavior. Other aspects of this work include the use of decoys in the ﬁle system to capture intent
and thereby amplifying differences in search behavior.
Stylometry is another cognitive ﬁngerprint that has been
used extensively for authorship. This work has been extended to authentication by relating keyboard dynamics
(which are a behavioral biometric) with linguistic features
(Juola et al. 2013). Linguistic features include lexical statistics (e.g., word length, frequency of upper/lower case characters, frequencies of corrections, etc.) and syntactic features such as function words, part-of-speech tags, and common word n-grams. One-class classiﬁcation methods and
nearest-neighbor techniques were used in this work. One interesting aspect of this work is the inference of high-level
features such as personality, gender, and dominant hand but
those features have not been integrated to date into the construction of a unique cognitive ﬁngerprint.
Covert games capture the cognitive ﬁngerprint of a user
by engaging the user into divulging a computational thinking strategy. Covert games, modeled as inverse Prisoner’s
Dilemma games, have been developed as computer problems alerts with a choice of possible moves (Wheeler et al.
2013). A sequence of moves constitutes a user strategy.
User cognitive ﬁngerprints are distinguished with a similarity score based on move sequences and response preferences. During the enrollment phase of the authentication
process, the user learns a way to solve computer problems
by responding to generated alerts. An imposter, missing the
enrollment phase, will not be able to respond in the same
way.
Just as the way we keep our home/ofﬁce can reveal something about ourselves, the way windows are arranged on our
computer can reveal some fundamental feature about our
cognitive ﬁngerprint. Using pixel analysis and image processing techniques, screen ﬁngerprints (Patel et al. 2013)
have been developed in this context by extracting personal
features such as how well a user sees based on the font of the
text, the age of a user based on the speed by which windows
are moved, the work pattern inferred from the dominant colors of the windows and background, etc.
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Figure 1: Pause proﬁles below 1hr for 3 users obtained with
an exponential data ﬁt

Figure 2: Time between page revisits (below 1hr)
2013) to the social media activities of Reddit users. The
data analysis shows similar aspects of Web browsing and
social media behavior concerning aggregated time-variant
features suggesting the possibility of similar computational
approaches in capturing a cognitive ﬁngerprint. Prior work
in Web browsing identiﬁed pauses (elapsed time between
page visited), time-between-revisits (page revisits within a
session) and burstiness (time difference between two consecutive pauses) as typical characteristics of human activity on the Web. Figures 1, 2, and 3 illustrates those same
time-variant features for 3 Reddit users. As found in Web
browsing, time-variant features obey the power law of human activity. Consequently, deviations from the power law
can discriminate between humans and bots in the “Internet
of things”1 but deviations between humans, or bots simulating humans, are harder to detect.
In addition to time-variant features, Web browsing features include the type of the webpage visited and global syntactic features of a session (e.g., time-of-day, day-of-week,
average duration, post/comment rate, etc.) where a session is
deﬁned as a series of consecutive clicks delimited by pauses
of 30 minutes or longer. We retrieved posts and comments
using the Python Reddit API Wrapper (PRAW) from users

Web-enabled Cognitive Fingerprints

Our digital footprint on the Web can be viewed from two different perspectives: Web browsing and social media. While
Web browsing is considered private, social media posts and
comments are often meant to be shared with others. Web
browsing includes both a semantic aspect in the type of webpages visited and a syntactic aspect as a navigation tool. Research in Web intelligence has sought to understand and predict Web behavior in order to improve a speciﬁc exogenous
outcome such as the checkout of a shopping cart or improvement in meaningful search results. More interest is given
now to understand and even inﬂuence the cognitive behaviors that can be inferred from our Web activities. Discovering duplicate users and fake identities are other applications
of this research.
This paper extends prior work on Web browsing (Abramson and Aha 2013; Abramson 2014; Abramson and Gore
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User
1
2
3
ALL

#Sessions
266
137
164
27933

#Posts/
Comments
771
881
1183
63833

#Subreddits
43
23
227
2124

Table 1: Reddit pruned dataset characteristics for the ﬁrst 3
users and aggregated for the 50 users (ALL)
Figure 3: Burstiness (pause differential) below 1hr
associated to a seed user through at least one comment and
from this pool of users selected at random 50 active users.
There is a hard limit from Reddit to retrieve only the last
1000 post and last 1000 comments. The session pause delimiter was extended to one hour due to the sparsity of posts
and/or comments and singleton sessions were pruned from
the dataset. Future work should calibrate the session pause
delimiter to the user’s behavior who might be avoiding detection by spacing out their digital traces. The subreddit of
the post/comment made up its type. Table 1 describes the
dataset characteristics used in our empirical evaluation.
Based on the approach outlined in (Abramson and Aha
2013), cognitive ﬁngerprints are evaluated using the false
rejection rate (FRR) or false negatives and the false acceptance rate (FAR) or false positives found in biometrics. The
FRR is obtained with a 10-fold cross-validation on the user
dataset while the FAR is obtained by applying the model
trained with the entire user dataset against the dataset of
all the other 49 users combined. The data points are the
various feature distributions for one session. We evaluated
each feature separately with the one-class support vector
machines (OCSVMs) classiﬁcation method found in LibSVM (Schölkopf et al. 2000) for comparison with the random subspace approach in an ensemble of OCSVMs over
5 iterations. The details of this approach can be found in
(Abramson and Aha 2013). In addition, we also compare
with principal components dimensionality reduction method
prior to classiﬁcation by OCSVMs. SVMs are not probabilistic models and therefore an authentication decision
threshold is not needed. Figure 4 illustrates the comparative results for the same 3 Reddit users. Table 2 summarizes the results for the entire dataset. There is a signiﬁcant
performance difference (p-value = 0.0) between FRR results
from our random subspace ensemble learning method and
the OCSVMs results from the global features but not with
FAR results (p-value = 0.30). As noted in (Abramson and
Aha 2013), there is a tug-of-war between the FRR and the
FAR. Future work will calibrate the parameters of the ensemble learning method (number of features, learner pool
size, number of selected learners, evaluation of the learners)
to adjust the results to the degree of authentication desired.
In conclusion, as found with Web browsing, some users

Figure 4: Comparative evaluation for 3 users. Each point
represent a user trial (5 trials per user).

Methods
Random
Subspace
PCA+SVM
Pause
Revisit
Burst
Global
Subreddits

Avg.
FRR(%)

Avg.
FAR(%)

Avg.
Accuracy

1.12±1.61
52.60±1.46
51.20±0.94
61.55±26.61
55.79±16.55
54.18±1.37
50.95±3.88

25.83±33.12
53.94±11.75
46.26±0.05
43.08±29.92
45.89±21.28
28.06±7.76
60.23±24.65

0.86±0.12
0.47±0.06
0.51±0.04
0.47±0.06
0.49±0.05
0.59±0.04
0.43±0.12

Table 2: Average comparative results for 50 users
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are more recognizable than others. Among our 3 users,
User 3 was more recognizable (98% accuracy) with the
random subspace ensemble approach. 46% of the users
have a combined accuracy of 90% with the random subspace ensemble method. Also, as found in Web browsing, none of the features by themselves are strong enough
to identify someone but the global features (global characteristics of a session) rate the best overall. Moreover, the
post/comment rate made a statistically signiﬁcant difference
in the FAR results for the global features. Interestingly,
we note that subreddits are not the best identiﬁers overall
maybe because of the commonality of certain subreddits
(e.g., AskReddit, ﬁlms, videos, etc). Rather, each user has
personally distinguishable traits. The random subspace approach achieves very high FRR but has high FAR variance
suggesting the need for more calibration. Other approaches
that have been proposed for Web browsing (Abramson 2014;
Abramson and Gore 2013) will be adapted to social media
behavior.
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Conclusion

While the Turing test proposed to discriminate between humans and machines in general, there is a need for a personalized Turing test discriminating between thinking entities,
whether humans or machines, with a cognitive ﬁngerprint.
The next challenge is to move from the evaluation of uniqueness to the inference of high-level features such as personality and intent which could further reﬁne a cognitive ﬁngerprint model. The similarity of results between Web browsing and social media behaviors suggests the possibility to
cross-reference multiple domains in order to merge different
aspects of identity into a coherent cognitive ﬁngerprint and
infer patterns of interest (e.g., fraud).
Other challenges in the determination of a cognitive ﬁngerprint include challenges related to keyhole plan recognition – how to infer the goal from a series of observed actions
– and the possibility of deception to defeat pattern matching
algorithms.
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