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Research Overview
Information technology is slowly becoming invisible and
will eventually be completely integrated into the environ-
ment. Computers will soon become part of a network, con-
necting all devices from lamps, projectors, and printers to
laptops, PDAs and cellphones. The number of computation-
ally enabled devices will increase exponentially and people
will be able to access these resources and perform com-
puting operations anytime, and anywhere, through this in-
tegrated network known as ubiquitous/pervasive computing
(Weiser 1991) (Satyanarayanan 2001). In these loosely cou-
pled, highly dynamic environments, users will be able to
move around and still be connected to this network of re-
sources, which themselves will be constantly changing. As
resources will be mutable, frequently changing their param-
eters like location, functionality, interoperability, accessing
them uniformly will be difficult. Users will also be dynamic;
moving in and out of range, using different devices for ac-
cessing the environment, and using different identities. Tra-
ditionally, stand-alone computers and small networks rely
on user authentication and access control to provide secu-
rity. These physical methods use system-based controls to
verify the identity of a person or process, explicitly enabling
or restricting the ability to use, change, or view a computer
resource. However the existing security mechanisms fail to
meet the requirements of pervasive systems, which include
authenticating foreign users and providing authorization to
a large number of entities in the absence of a central con-
trol or repository. Our research proposes to model pervasive
systems using agent technologies and to use principles of
distributed trust management as an alternative to traditional
authentication and access control schemes.

Pervasive systems suffer from several problems like ser-
vice description and discovery, and negotiation for services,
which have elegant interpretations in agent technologies. We
believe that pervasive systems will greatly benefit from the
adoption of these interpretations, as it will not only reduce
development time, but also provide comprehensive and so-
phisticated solutions.

Distributed trust management is similar to the way secu-
rity is handled in human societies, where people are judged
on their abilities, assets and relationships. The basis for
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trust differs from person to person, leading to trust being
distributed, as every entity has its own parameters for es-
tablishing and managing trust. In terms of computing, trust
management handles authorization by verifying whether an
entity has the credentials that comply with the security pol-
icy governing the requested resource (Blaze, Feigenbaum,
& Lacy 1996). These credentials include properties of the
entities, for example, membership in a certain organization,
graduate of a certain school, and recommendations by other
entities. This proposal extends some of our earlier work with
trust-based security (Kagal, Finin, & Peng 2001) (Kagal et
al. 2002) by incorporating additional delegation schemes,
prohibition and request for permission, all of which are com-
mon in human interactions. Another frequent occurrence
among humans is the need for justification. This proposed
research work enables agents to request reasons for a certain
security decision or belief, and to receive in return a proof,
that describes the facts and rules that lead to that decision
or belief. An ontology, grounded in a semantic language,
DAML+OIL (Horrocks I. et al. 2001), is used to repre-
sent security information constituting credentials, policies,
beliefs, and proofs.

This research proposes an approach to security in perva-
sive computing environments based on agent methodologies
and trust management.
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