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Abstract 

‘Diagnosis of dynamic physical systems is complex 
and requires close interaction of monitoring, fault gen- 
eration and refinement, and prediction. We establish a 
methodology for model-based diagnosis of continuous 
systems in a qualitative reasoning framework. A tem- 
poral causal model capturing dynamic system behav- 
ior identifies faults from deviant measurements and 
predicts future system behavior expressed as signa- 
tures, i.e., qualitative magnitude changes and higher 
order time-derivative effects. A comparison of the 
transient characteristics of the observed variables with 
the predicted effects helps refine initial fault hypothe- 
ses. This shows for quick fault isolation, and circum- 
vents difficulties that arise when interactions caused 
by feedback and dependent faults. This methodology 
has been successfully applied to the secondary cooling 
loop of fast breeder reactors. 

Introduction 
The complexity and sophistication of the new gener- 
ation of physical systems along with the growing de- 
mand for their reliability and safety, is being met by 
automatic control and monitoring, and the use of func- 
tional redundancy techniques that exploit static and 
dynamic relations between observed variables in a sys- 
tem for fault detection and isolation. Functional rela- 
tions among system parameters can be expressed as a 

’ set of mathematical constraints, and filtering and ob- 
servability methods can be applied to generate residual 
vectors which can be processed by state estimation, pa- 
rameter identification, and recognizing characteristic 
quantities[6]. Topological methods, on the other hand, 
characterize behavior relations as directed graphs con- 
structed from system models under normal operating 
conditions and faulty situations[7]. Propagation of ob- 
served discrepancies in the graph help implicate system 
components. 
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An advantage of topological models is their com- 
positional nature, the ability to dynamically partition 
the system into possible faulty subsystems given a set 
of observations and focus on specific constraints that 
are related to hypothesized faults. A problem with 
topological models is that they are often incomplete, 
underconstrained, and ad hoc (not derived from phys- 
ical principles). This results in computationally in- 
tractable search spaces and the generation of spurious 
fault candidates. Models for diagnosis should describe 
normal and faulty system behavior, incorporate suffi- 
cient behavioral detail to map observed deviations tot 
system components and parameters, and generate dy- 
namic behavior caused by faults. Faults change system 
parameters, therefore, the assumption of constant pa- 
rameters does not hold,2 and the temporal effects of 
these causes have to be included. 

The greater the number of relevant physical con- 
straints included in a model, the lesser the search com- 
plexity and greater the accuracy in behavior genera- 
tion. All this contributes to improved diagnostic ac- 
curacy. Bond graphs[9] provide a systematic frame- 
work for building well-constrained models of dynamic 
physical systems across multiple domains. Causality 

constraints derived from these models provide effec- 
tive and efficient topology-based mechanisms for di- 
agnosis. Analytic state-based representations derived 
from bond graphs express system behavior as a set 
of first order differential equations and form the ba- 
sis for deriving a spectrum of qualitative to quantita- 
tive models. Compared to other qualitative reasoning 
approaches, bond graphs use energy and state conser- 
vation and continuity of power constraints to reduce 
the number of spurious behaviors generated. Method- 
ologies exist for deriving bond graph models for di- 

2Given the capacitor relation V = 3, its dynamic be- 

havior under faulty situations is governed by s = & 2 + 
q &( $). The typical relation, 4 = i = C $$, assumes a 
correctly functioning component. 
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Figure 1: The bi-tank system and its bond graph. 

Figure 2: Temporal causal graph. 

agnosis from physical system descriptions so that its 
elements can be directly related to system components 
and mechanisms under diagnostic scrutiny[2]. 

Our models for diagnosis are temporal causal gruphs 
derived from bond graph models of the physical sys- 
tem. This graph, derived using the SCAP algorithm[9] 
expresses causal relations among system parameters 
extended with temporal behavior relations. The 
graphical structure represents effort and flow variables 
as vertices, and relations between the variables as di- 
rected edges[7]. Fig. 2 shows the temporal causal graph 
for the bi-tank system (Fig. 1). Junctions, transform- 
ers, and resistors introduce instantaneous magnitude 
relations, whereas capacitors and inductors introduce 
temporal effects. In general, these temporal effects are 
integrating, and their effect on the rate of change of an 
observed variable is determined by the path that links 
this variable to the point where a deviation occurs. 

We use the temporal causal graph to predict future 
behavior in response to hypothesized faults in terms of 
the qualitative values (-, 0, +) of Oth and higher order 
derivatives. These predictions form signatures of fu- 
ture behavior and are matched against actual observed 
Oth and lSt order system behavior. To determine these 
actual values requires monitoring of the system for a 
period of time after failure. For example, a signal with 
predicted normal magnitude and positive slope at the 
time of failure eventually exhibits a deviating magni- 
tude as well. These effects are accounted for by a pro- 
gressive monitoring scheme. With time, feedback and 
other interactions convolute fault behaviors, and this 
makes fault refutation unreliable. Overall, signature 
prediction, progressive monitoring, and suspension of 
fault transients analysis are three novel components of 
the diagnostic methodology. 

Bond graph models allow the automatic derivation 
of steady state models[7], an added component for di- 

Figure 3: Diagnosis of dynamic systems. 

agnostic analysis. However, in real applications steady 
state detection is hard, control actions are usually 
taken before steady state to avoid catastrophic situ- 
ations, faults may be intermittent and not persist long 
enough, and cascading faults complicate steady state 
analysis. This paper does not discuss steady state anal- 
ysis. 

ynamic Continuous Systems 

System models predict normal operating values, 9, for 
a set of observed variables, y, (Fig. 3). The variables 
monitored over time are matched against their pre- 
dicted values in the desired normal mode of opera- 
tion to compute residuals r, as deviations from nor- 
mal. An observer mechanism accounts for modeling 
errors, drift, and noise (e) to ensure r is not spurious. 
When deviations occur, predictions for possible faults 
are generated by the diagnosis module using constraint 
analysis and propagation methods applied to the sys- 
tem model. To accurately isolate problems (identify 
the true fault) we predict future behaviors of the ob- 
served variables by introducing faults into the model 
and continuing to monitor the observables to check for 
consistency among the predictions and observations. 

Our focus in this work is on abrupt faults that 
cause significant deviations from steady state opera- 
tions called transients. If the goal is to quickly iso- 
late faults and return the system to normalcy, it is 
essential to track and analyze system behavior at fre- 
quent intervals soon after the fault occurs, so that their 
unique transient effects are not lost. However, mod- 
eling, tracking, interpreting, and analyzing dynamic 
system transients is difficult. To keep model complex- 
ity and analysis computationally feasible while pre- 
serving some dynamic information, several methods 
perform diagnosis based on deviations from a static 
steady state model [l, 81 but their process models are 
invariably underconstrained and the number and size 
of fault candidate sets explode, making the diagnosis 
task impractical. Identifying and analyzing dynamic 
transients caused by faults lays great emphasis on the 
monitoring and prediction components of the overall 
diagnosis process, a feature that differentiates our ef- 
forts from a lot of the traditional work in model-based 
diagnosis (e.g., [4, 5, 81). 
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Figure 4: Delay times for observing deviations. 

Temporal Ordering When faults occur, their ef- 
fects introduce changes in system behavior that prop- 
agate instantaneously to some parts of the system, but 
have delayed effects on other parts because of the time 
constants involved (fault effects on measured variables 
with larger time constants take longer to manifest than 
the measured values that have smaller time constants). 
Relations that do not embody time constants prop- 
agate abrupt changes instantaneously. These abrupt 
changes occur on a time-scale that is much smaller than 
the time-scale of observation, and, therefore, manifest 
as discontinuities. Because physical systems are inher- 
ently continuous, this is a sampling artifact associated 
with the time-scale of observation. The temporal prop- 
erties associated with changes, especially discontinu- 
ities are exploited in analyzing faults. Other forms of 
temporal ordering are hard to exploit in a purely qual- 
itative framework. When multiple phenomena with 
different time constants affect a measurement, the re- 
sultant time constant is hard to estimate without de- 
tailed computation. Moreover, faults change parame- 
ter values which affect time constants, so quantitative 
analysis is not always possible. 

Consider two variables, ~1 and 22 related to the 
same fault. x1 embodies a first order effect and x2 
a second order effect. Typically a measurement is con- 
sidered normal if it is within a certain percentage (say 
2%-S%) of its nominal value. Fig. 4 shows the delay 
times (tdi and td2) associated with the two variables in 
crossing the error-threshold. At times between t& and 
tdl, 22 is reported deviant but xi is reported normal. A 
second order effect in continuous time should respond 
more slowly to the failure than a first order effect, but 
x2 is reported to deviate first. In a qualitative rea- 
soning framework, the temporal ordering of first and 
higher order effects of deviations from normal is, in 
general, impossible unless the sensor system is wired 
and calibrated to guarantee a temporal ordering in re- 
sponse times. A normal observation at a given time 
may be a slowly changing signal that has not reached 
its threshold, therefore, they are not used to refute 
faults in our consistency-based approach. The only 
situation where a normal observation reliably refutes 
a fault is when it is compared against a discontinuity 

(abrupt change). 

Feature Detection Given the difficulties associated 
with temporal ordering between signals, the analysis 
of individual signal features becomes the primary dis- 
criminative factor in transient analysis. This analy- 
sis relies on magnitude deviation, slopes, and discon- 
tinuity at time of failure. Typically signal deviations 
are measured in terms of magnitude changes and es- 
timated values of first-order derivatives only. Stud- 
ies show that noise in signals and sensor errors make 
higher-order derivative estimation from measurements 
very unreliable [3]. In this work, we make the assump- 
tion that with appropriate filtering techniques qualita- 
tive measurement deviations above/below (&) normal 
and slopes (&) can be estimated reliably. 

Using physical principles a first observed change in a 
measurement is considered discontinuous if magnitude 
and slope have opposite signs. Discontinuous changes 
due to parameter deviations are attributed to energy 
storage parameter changes. In steady state the stored 
energy in a system does not change, and energy stor- 
age parameters have no dynamic effects in steady state, 
therefore, after an initial discontinuous change, the sys- 
tem returns to its original point of operation. The dis- 
continuity detection algorithm has been been success- 
fully applied in hydraulic systems. Discontinuities in 
other domains may manifest differently, some may go 
undetected decreasing diagnosis resolution. Because 
their detection forms a necessary condition for refuta- 
tion, this does not result in incorrect diagnosis. 

iagnosis System Implementation 

Algorithms applied to the temporal causal graph pro- 
cess measurement deviations. This involves generat- 
ing hypothesized faults from observed deviations and 
prediction of their future behavior. Monitoring of the 
predictions refines the set of possible faults. 

Initial Component Parameter Implication 

When discrepancies between measurements and nom- 
inal values are detected, a backward propagation algo- 
rithm operates on the temporal causal graph to im- 
plicate component parameters. Implicated component 
parameters are labeled - (below normal) and + (above 
normal). The algorithm propagates deviant values 
backward on the directed arcs and consistent f devi- 
ation labels are assigned sequentially to vertices along 
the path if they do not have a previously assigned 
value. An example is shown in Fig. 5 for a deviant 
right tank pressure, eT+ system (Fig. 1). eT+ initiates 

&dt 
backward propagation along f7 + e: and implicates 
C2 below normal (CT ) or f7 above normal (f,’ ) . The 
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Figure 5: Backward propagation to find faults. 

Figure 6: Instantaneous edges propagate first. 

next step along fe 5 J’$ implicates fs+, and fs 3 J’$ 
implicates &, and so on. Propagation is terminated 
along a path when a conflicting assignment is reached. 
Because backward propagation does not explicitly take 
temporal effects into account, deviant values are prop- 
agated along edges with instantaneous relations first. 
This is to ensure that no faults are generated due to 
higher order effects which conflict with lower order ef- 
fects. An example is shown in Fig. 6. If temporal 
effects are not taken into account, a+ may be gener- 
ated based on the observation, e:. However, there 
is a path from a + to ei with lower order effect that 
is opposite. Because at the time of failure lower or- 
der effects always dominate, a- should be generated, 
and this is achieved by traversing edges with instanta- 
neous relations first. All component parameters along 
a propagation path are possible faults. As discussed, 
observed normal measurements do not terminate the 
backward propagation process. 

Predict ion 

The main task is to derive the signature of dynamic 
qualitative deviations in magnitude and derivatives of 
the observed variables under the fault conditions. 

Dynamic Behavior The forward propagation al- 
gorithm propagates the effect of faulty parameters 
along instantaneous and temporal links in the tempo- 
ral causal graph to establish a qualitative value for all 
measured system variables. Temporal links imply in- 
tegrating edges, and, therefore, affect the derivative of 
the variable on the other side of the link. Initially, all 
deviation propagations are Oth order magnitude val- 
ues. When an integrating link is traversed, the magni- 
tude change becomes a lSt-order (derivative) change, 
shown by an t (4) in Fig. 7. Similarly, a first order 
change propagating across an integrating link creates 
a second-order (derivative) change (tt (4.l.) in Fig. 7)) 
and so on. 

Forward propagation with increasing derivatives is 
terminated when a signature of sufficient order is de- 
rived. The sufJicient order of the signature for a com- 

Figure 
ture. 

7: Forward propagation yields a signa- 

ponent fault is determined by a measurement selection 
algorithm. It is important to keep the sufficient or- 
der low because higher order effects typically involve 
larger time periods allowing more interactions. As a 
result, feedback effects can modify the transient sig- 
nal features, making fault detection difficult. On the 
other hand, in general this requires more measurement 
points, and a trade-off has to be made. A complete 
signature contains derivatives specified to its sufficient 
order. When the complete signature of an observed 
variable has a deviant value, monitoring should report 
a non normal value for this variable. 

When assigning values to vertices, situations may 
occur where the variable has an assigned deviation for 
the higher order derivatives but the lower order deriva- 
tives are not assigned values. Under the single-fault 
assumption in prediction, this implies that the lower 
order derivatives of the prediction for the fault under 
scrutiny are non-deviating. 

Monitoring 

This module compares reported signatures and actual 
observations as they change dynamically after faults 
have occurred. A number of heuristic mechanisms gov- 
erned by the dynamic characteristics of the specific sys- 
tem previously discussed improve monitoring quality. 

Sensitivity A heuristic parameter is the sensitivity 
or the time step employed in the monitoring process, 
which is a function of the different rates of response 
the system exhibits. Too large a time step may not dis- 
tinguish between discontinuities and smooth changes. 
Too small a time step may unnecessarily burden the 
real-time diagnosis processor. To ensure reliability, we 
heuristically estimate the time step as a significant 
fraction of the smallest time constant in the system. 
The upperbound on this fraction is chosen $, based on 
its convergence characteristic in forward Euler numer- 
ical simulation. 

Progressive Monitoring Transients generated by 
failures are dynamic, therefore, the signatures of the 
observed variables change over time. For example, a 
variable may have a magnitude reported normal and 
a lSt derivative which is above normal. Over time 
the variable value will go above normal. Incorporat- 
ing effects of higher order derivatives in the compar- 
ison process is referred to as progressive monitoring. 
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Figure 8: Progressive monitoring. 

Figure 9: Qualitative signal transients. 

It replaces derivatives that do not match the observed 
value with the value of derivatives of one order higher 
in the signature. Fig. 8 shows time stamps marked 1, 
2, and 3, where a lower order effect is replaced by man- 
ifested higher order effects. If the predicted deviation 
of higher order derivatives do not match the observed 
value, the fault is rejected. 

Progressive monitoring is activated when there is a 
discrepancy between a predicted value and a monitored 
value that deviates (this applies to Oth and higher order 
derivatives). At every time point, it is checked whether 
the next higher derivative could make the prediction 
consistent with the observation. If this next higher 
derivative value is normal the next higher derivative 
value is considered, until there is either a conflict in 
prediction and observation, a confirmation, or an un- 
known value is found. 
Temporal Behavior When feedback effects begin 
changing transient characteristics, fault isolation 
should be suspended by the monitoring process. 
Signals may exhibit compensatory or inverse responses 
(Fig. 9) [8]. F or compensatory responses the slope 
becomes 0. For inverse responses, the magnitude and 
slope deviations have opposing sign assuming 
there was no discontinuous change at tf. If a 
discontinuous magnitude change were present, the 
transient at tf could manifest as a decrease of this 
magnitude resulting in a slope with opposite sign. 
However, this is not an inverse response since the 
transient effects are exactly those as exhibited at tf . A 
reverse response occurs for discontinuous changes 
at t&f> and signal overshoot causes the magnitude 
deviation to reverse sign. Qualitative observa- 
tions of magnitude and slope detect these behaviors 
from an initial magnitude deviation. When these 
situations are detected, transient verification (stage 
t, Fig. 9) for that particular signal is suspended and 
steady state detection is activated (stage s, Fig. 9). 

Figure 10: Progressive monitoring for fault I&. 

Monitoring and Diagnosis Example 

We demonstrate the use of the monitoring scheme on a 
particular fault, a sudden increase in outflow resistance 
Rb2. Fig. 10 shows the results of progressive monitor- 
ing, where at times the signatures of the observed vari- 
ables are modified because of higher-order effects. For 
example, the signature of R& for e7 changes from 0, 0,l 
in step 9 to 1, 1,1 in step 23. The 2nd order derivative, 
which is positive, is assumed to have affected the mag- 
nitude to make the candidate consistent with the obser- 
vation 1, 1, . in step 9. Discontinuity detection was not 
employed. When discontinuity detection was used, the 
same result was obtained in three steps[7]. The diagno- 
sis engine as described correctly detected and isolated 
all single-fault parameter deviations, if pressure in one 
tank and outflow of the other were measured. Similar 
results were obtained on a three-tank system[7]. 

iscussion and Conclusions 

Our transient-based diagnosis scheme has been suc- 
cessfully applied to a number of different hydraulic 
systems[7]. As an example, we illustrate its applica- 
tion to the secondary cooling loop of a fast breeder 
reactor. The need for a qualitative approach in this 
system is motivated by its high-order (six), nonlinear- 
ity, and the non availability of precise numerical simu- 
lation models. The precision of flow sensors is limited 
and excessive expense is a deterrent to excessive hard- 
ware redundancy. 

Heat from the reactor core is transported to the tur- 
bine by a primary and secondary cooling system. Liq- 
uid sodium is pumped through an intermediate heat 
exchanger to transport heat from the primary cool- 
ing loop to the feed water loop by means of a super- 
heater and evaporator vessel (Fig. 11). Pump losses 
are modeled by RI. The coil in the intermediate heat 
exchanger that accounts for flow momentum build-up 
is represented by a fluid inertia, 11~~. The two sodium 
vessels are capacitances, CEv and 6’s~. An overflow 
column, @OFC, maintains a desired sodium level in the 
main motor. All connecting pipes are modeled as re- 
sist antes . 
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Figure 11: Secondary sodium coohg loop. 

Design documents were used to choose relative pa- 
rameter values so the behaviors generated would be 
qualitatively accurate. The monitoring sample rate 
was set at 20 seconds. Component failures were mod- 
eled by changing model parameters by a factor of 
5. Capacitive and inductive failures produced abrupt 
change of flow and pressure, respectively. The mar- 
gin of error was set at 2% for practical reasons, and 
signatures were generated up to 3rd order derivatives. 
Steady state was difficult to detect and not used. 

The boxed variables in Fig. 11 are typical measure- 
ments. Simulation results (Table 1) showed that most 
faults could be accurately diagnosed in a reasonable 
number of time steps. R;, R$ , and C&, were the 
exceptions. To detect C&, flow of sodium through 
the overflow mechanism would have to be monitored. 
This is a configuration change that we will deal with 
in future work. R3 and R$ were detected but not iso- 
lated because the overflow mechanism was not modeled 
in the temporal causal graph (the values in parenthe- 
ses are results if the overflow mechanism is modeled). 
Precision in diagnosis may improve by considering pre- 
dicted effects of order higher than 3, but as noted be- 
fore, they take longer to manifest which may then cause 
cascading faults to appear. In real situations, cascad- 
ing multiple faults are more likely than independent 
multiple faults. Cascading faults are best handled by 
quick analysis of transients to establish root-causes and 
then suspend diagnosis when other faults begin to in- 
fluence the measured transients. In spite of the loss of 
precision, the results are more practical from a com- 
putational viewpoint. 

In summary, our results indicate that the qualitative 
topology-based diagnosis scheme that integrates mon- 
itoring, prediction, and fault isolation works well for 
complex dynamic systems. Successful diagnosis was 
achieved by setting monitoring parameters in keep- 
ing with the dynamic characteristics of the system, 
and by tracking transients effectively soon after fail- 
ures occurred. Future work will require the develop- 
ment of more sophisticated feature detection schemes, 
and a stronger focus on measurement selection to es- 

u Fault 1 Diagnosis 1 k 11 Fault 1 Diagnosis ) k II 

Table 1: Fault detection and identification. 

tablish distinguishability among possible faults. We 
are presently working on a measurement selection al- 
gorithm that relies on minimal graph coverage tech- 
niques. 
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