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Abstract

The reliable authentication of user attributes is an important
prerequisite for the security of web based applications. Dig-
ital certificates are widely used for that purpose. However,
practical certification scenarios can be very complex. Each
certificate carries a validity period and can be revoked during
this period. Furthermore, the verifying user has to trust the
issuers of certificates and revocations. This work presents a
formal model which covers these aspects and provides a theo-
retical foundation for the decision about attribute authenticity
even in complex scenarios. The model is based on the event
calculus, an AI technique from the field of temporal reason-
ing. It uses Clark’s completion to address the frame problem.
An example illustrates the application of the model.

Introduction
The authenticity of attributes plays a crucial role for the in-
formation security of web based applications. For example,
the applicability of asymmetric cryptography which allows
encryption or digital signature of electronic messages relies
on the authenticity of the used public keys (Menezes, van
Oorschot, & Vanstone 1997). It has to be assured that a used
key is the one really belonging to the receiver or the signee
of the message respectively. The public key is an example of
a particular user attribute. Other examples of attributes are
biometric reference templates, the possession of a prepaid
card or certain access privileges. The authentication of these
attributes enables the authorization or the identification of
the associated holder. For instance, an authentic privilege
authorizes the holder to access a protected resource such as
an electronic banking account (Chadwick 2003).

In case of public keys, digital public key certificates are
widely used to certify their authenticity. These are ex-
changed and managed by means of public key infrastruc-
tures (PKIs) (Adams & Lloyd 2003). Lopez et al. (2004)
regard the usage of digital certificates as the state-of-the-
art approach for the authentication of attributes different
from public keys, too. The concept of public key certifi-
cates is expanded to attribute certificates with the goal to
authenticate arbitrary attributes. In this way, a certificate
based authentication and authorization infrastructure (AAI)
is formed which provides a basis for security services such
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as timestamping, non-repudiation or single sign on (SSO) in
an Internet environment.

However, practical AAI scenarios can be very complex.
Each certificate has a certain validity period and, further-
more, certificates can be revoked during this period. Addi-
tionally, trust plays a major role since the user authenticating
a certain attribute has to trust the issuers of the used certifi-
cates. For instance, the verifier of a public key certificate has
to trust the issuer to certify authentic public keys. Addition-
ally, it has to be defined which entities are allowed to issue
revocations for a given certificate.

This work presents a formal model of certificate based
AAIs which is based on the event calculus (Kowalski &
Sergot 1986), an AI technique from the field of temporal
reasoning. In contrast to existing PKI models (cf. related
work) it covers the authentication of arbitrary attributes and
the important aspects of validity periods and certificate re-
vocations. The model provides a theoretical foundation for
a clear decision about attribute authenticity even in complex
situations.

Its main part consists of eight axioms formulated by
means of first order logic. The AAI is modeled from the
perspective of an abstract user Alice. This user adds formu-
las representing her knowledge about the AAI to the model’s
axioms and verifies whether attribute authenticity is a logi-
cal consequence of the completion of this set of formulas.
The consistency is shown under a certain premise.

The remainder of this paper is organized as follows. The
first section explains some AAI concepts and describes the
used notation. After this, the core of the model consisting
of events, fluents and axioms is presented. An example il-
lustrates the model’s application. Finally, we present related
work and conclude with a summary.

Certificate Based AAIs
This section describes AAI concepts and sketches the ideas
behind the model. Figure 1 shows an example of a digi-
tal certificate. These data structures are digitally signed by
the certificate issuer and certify the authentic binding of an
attribute to the certificate subject. The digital signature pro-
tects the authenticity and integrity of the content which al-
lows the exchange of certificates via unsecured open net-
works. The issuer assigns a validity period for each issued
certificate (Adams & Lloyd 2003).
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Issuer: x

Signature verifiable by 
public key px

Subject: y
Attribute: priv(p,1)

Validity: [5, 15)

Figure 1: Content of a Digital Certificate

We take the perspective of the user Alice who is interested
in the authenticity of another user’s attribute. Therefore,
Alice retrieves an adequate certificate and checks the fol-
lowing conditions for certificate verification: (1) Does Alice
trust the issuer for the certification of the current attribute,
i.e. does Alice believe that this issuer certifies authentic at-
tributes? (2) Is the certificate’s digital signature valid? To
verify this, Alice has to know the authentic public key of
the certificate issuer. (3) Is the certificate valid at the current
time, i.e. is the certificate unrevoked and is the current time
within the validity interval? Alice accepts the certificate if
all these conditions are satisfied.

Trust Management (condition 1)
At first, the certified attributes are characterized more de-
tailed. This leads to a novel approach for trust manage-
ment. The attributes can be divided into two distinct groups,
namely properties and privileges. Properties have a descrip-
tive character. They consist of a property type (e.g. public
key) and a value (e.g. the value of the key). Examples of
property types are the membership in a user group, the pos-
session of a ticket, a biometric reference template or a public
key. In the following, a property of type t with value v is
represented in this way:

prop(t, v)

Privileges explicitly describe the rights of an entity. In
contrast to properties they can be delegated to other entities.
They consist of a privilege type and the delegation level of
the privilege. Some examples of privilege types are the ac-
cess right to bank account x, the right to read and execute file
y or the right for admittance to building z. The delegation
level is a natural number restricting the maximum length of
a delegation chain beginning at the privilege holder: level 1
means that the privilege can be applied but cannot be del-
egated; level 2 means that the privilege can be applied and
delegated via a maximum of 1 instance; level 3 means that
the privilege can be applied and delegated via a maximum of
2 instances; etc. This approach is a generalization of Mau-
rer’s trust levels (Maurer 1996) for the use with privilege
types different from the privilege of issuing public key cer-
tificates. A privilege of type t with delegation level i, i.e. the
right to delegate the privilege via a maximum of i − 1 in-
stances (i > 0), is represented in this way:

priv(t, i)

Based on this distinction, the following approach is used
for trust assignment and propagation. Trust in the issuer

of a certificate for a property can be regarded as privilege
type, namely the “privilege of certificate issuing for a cer-
tain property type t”. This specific privilege type is denoted
by the following function:

ci(t)

Consequently, digital certificates can be used for the as-
signment and the delegation of this trust privilege. Alice
expresses her own trust in other entities using self-signed
certificates, i.e. she issues and digitally signs a certificate
using her own private key. Thus, she assigns the trust priv-
ilege priv(ci(t), i) with a certain delegation level i to an
entity. Depending on the used level, this entity is able to
apply that privilege (and issue a certificate for a property of
type t) and/or to propagate it by issuing another certificate
which contains the same trust privilege (this corresponds to
a recommendation). Alice controls the maximum number of
delegation steps by setting the delegation level in the self-
signed certificate.

A similar approach is used with the certification of priv-
ileges. The issuer of a certificate for a certain privilege
priv(t, i) has to hold this very privilege itself with a higher
delegation level j > i. Again, Alice expresses her trust by
issuing a self-signed certificate for that privilege type. This
certificate sets the beginning of a delegation chain consist-
ing of a number of certificates for the same privilege type.
Each certificate issuer assigns the privilege to the next is-
suer in the chain. Its maximum length (i.e. the number of
contained certificates) is restricted by the delegation level in
Alice’s self-signed certificate and the delegation levels of the
subsequent certificates.

This trust management concept allows the assignment of
meta-level privileges, concerning the right for certificate is-
suing (trust), and standard-level privileges used for entity
authorization, in a uniform way by means of attribute cer-
tificates.

Public Key Authenticity (condition 2)
The verification of a certificate’s digital signature requires
the authentic public key of the issuer. Of course, digital
certificates are used for that purpose. Again, Alice repre-
sents the authenticity of initially known public keys using
self-signed certificates. These certificates set the beginning
of so-called public key certification chains (Adams & Lloyd
2003) where each certificate is used for signature verifica-
tion of the next certificate in the chain. Using the distinction
of attributes described above, public keys are properties. We
use the constant κ to denote the property type “public key”.
Thus, classical trust in the issuer of a public key certificate
is expressed by the privilege priv(ci(κ), 1).

Certificate Validity and Revocation (condition 3)
It is a straightforward task to verify whether the current
time lies within the certificate’s validity interval. However,
the crucial part is the verification of certificate revocations.
First, it has to be assured that revocations for a given cer-
tificate are discovered. Second, it has to be defined which
entities have the right to revoke that certificate. The first
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point describes an availability problem which is out of the
scope of the current paper.1 The second point can also be
solved using the certification of trust privileges. An entity
has the right to revoke the certificates of issuer x if it holds
the privilege priv(cr(x), 1). The function

cr(x)

denotes the privilege type for the revocation of certificates
issued by entity x. This revocation privilege can be assigned
by self-signed certificates and propagated by attribute cer-
tificates in the described way, too.

Formal Model Based on the Event Calculus
The formal model for reasoning about attribute authentic-
ity is based on a Shanahan’s (1999) dialect of Kowalski’s
and Sergot’s (1986) event calculus which is a logic-based
formalism for the representation of events and their effects.
There are many other temporal reasoning approaches, the
most prominent of which is probably the situation calcu-
lus (McCarthy & Hayes 1969). We choose the event calcu-
lus because it allows the development of a specialized ver-
sion, whereby a certain number of possible events are pre-
defined and their effects are incorporated into the axioms
of the model. Furthermore, it facilitates the realization of
a PROLOG program (Nilsson & Małuszyński 2000) for an
automated derivation which is a very useful tool, especially
in complex situations with numerous certificates and revo-
cations.

AAI-Axioms
Effects of events and 
their consequences

Perspective
What’s always true

Events
What happens when

Fluents
What’s true when

A
lic

e’
s 

vi
ew

Figure 2: Design of the AAI Model

Figure 2 gives an overview of the model’s functional-
ity. Alice describes the observed AAI events and specifies
her own perspective (e.g. her own public key). Both parts
are represented by atomic formulas and are collected in a
set called Alice’s view. The axioms model the effects of
events and their further consequences. They allow conclu-
sions about the validity of fluents which are used to represent
digital certificates and attribute authenticity.

Fluents, Events and Time Points
Fluents are descriptions that apply to some intervals of time
and do not apply to others (Dean, Allen, & Aloimonos
1995). An example is a statement such as “the window is
open”; its validity changes with the course of time. In an
AAI, there exist two fluents:

1We assume the use of certificate revocations which have a neg-
ative character saying that a certificate is not valid any more. There
exist different theoretical approaches (Micali 1996) (Zhou 2003)
using positive revalidation messages periodically saying that the
certificate is still valid.

cert(x, px, h, a) denotes a digital certificate which certifies
that entity h has the authentic attribute a. The certificate
is allegedly2 issued and digitally signed by entity x. The
digital signature can be verified by public key px, i.e. the
signature is generated by a private key associated to public
key px.

aut(h, a) denotes the authenticity of the binding between
attribute a and entity h (attribute authenticity).

Next, we describe which events influence the validity of
these two fluents. Alice observes three events in an AAI:

begin(c) denotes the event of the beginning of certificate
c’s validity period.

end(c) denotes the event of the end of certificate c’s validity
period.

revokes(r, pr, c) denotes the event of revocation of certifi-
cate c. The revocation is allegedly issued and digitally
signed by entity r. The digital signature can be verified
by public key pr.

The begin and end events happen at the two points in time
which delimit a certificate’s validity interval (recall Figure
1). Since they are contained in the certificate, both are pro-
tected by its digital signature. The revokes event is modeled
differently, because a revocation can carry a digital signature
different from the signature of the revoked certificate, e.g. in
case of a delegated revocation. The revocation event hap-
pens at the moment when the revocation should take effect.

Finally, we have to decide for a representation of time.
The used time model is dense, i.e. for each pair of ordered
time units there exists a third unit in between, and bounded,
i.e. there exists a lower bound of time (Gerevini 1997). Thus,
time points are represented by real numbers greater than or
equal to 0.

Predicates and Axioms
The basic ontology of the event calculus, that is to say the
types of things over which quantification is permitted, com-
prises events, fluents and time points (Shanahan 1999) de-
scribed in the last section. Going hand in hand with the
choice of ontology is the choice of basic predicate symbols.
The AAI model includes predicates for saying what happens
when, for describing the terminating effects of actions, for
saying what’s always true and for describing what fluents
hold at what time. The following list introduces the used
predicate symbols and their intended interpretations:

Happens(e, z) : Event e occurs at time z.

Terminates(e, f, z) : Event e has a terminating effect on
fluent f at time z.

Always(f) : Fluent f is valid at any time z with 0 � z.

HoldsAt(f, z) : Fluent f is valid at time z.

Invalid(z1, f, z2) : Fluent f is invalid between times z1

and z2, i.e. there exists a point in time lying in the interval
[z1, z2] where the fluent f is not valid.

2Without verification of the digital signature there exists no ev-
idence that the certificate was really issued by entity x.
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z1 � z2 : Time point z1 is before or equal to time point z2.

i ≤ j : Delegation level i is smaller than or equal to level j.

i < j : Delegation level i is smaller than level j.

The core of the model consists of a set of axioms relating
the predicates together. The set AAI of axioms contains the
following eight formulas:

HoldsAt(aut(h, a), z) ←

Always(aut(h, a)) ∧ 0 � z
(AAI1)

HoldsAt(cert(x, px, h, a), z2) ←

Happens(begin(cert(x, px, h, a)), z1)

∧ z1 � z2

∧ ¬Invalid(z1, cert(x, px, h, a), z2)

(AAI2)

Invalid(z1, cert(x, px, h, a), z2) ←

Happens(e, z3)

∧ z1 � z3 � z4 � z2

∧ Terminates(e, cert(x, px, h, a), z4)

(AAI3)

Terminates(end(cert(x, px, h, a)),

cert(x, px, h, a), z)
(AAI4)

Terminates(revokes(r, pr, cert(x, px, h, a)),

cert(x, px, h, a), z) ←

HoldsAt(aut(r, prop(κ, pr)), z)

∧ HoldsAt(aut(r, priv(cr(x), 1)), z)

(AAI5)

HoldsAt(aut(h, prop(t, v)), z) ←

HoldsAt(cert(x, px, h, prop(t, v)), z)

∧ HoldsAt(aut(x, prop(κ, px)), z)

∧ HoldsAt(aut(x, priv(ci(t), 1)), z)

(AAI6)

HoldsAt(aut(h, priv(t, i)), z) ←

HoldsAt(cert(x, px, h, priv(t, j)), z)

∧ HoldsAt(aut(x, prop(κ, px)), z)

∧ HoldsAt(aut(x, priv(t, i + 1)), z)

∧ 0 < i ≤ j

(AAI7)

HoldsAt(aut(h, priv(t, i)), z) ←

HoldsAt(aut(h, priv(t, j)), z)

∧ 0 < i < j

(AAI8)

These formulas (AAI1) - (AAI8) have the form of pro-
gram clauses (Lloyd 1987).3 Therefore, the completion de-
scribed later can be applied to these formulas.

3Instead of the clausal notation A ← L1, . . . , Ln the equivalent
notation A ← L1 ∧ . . . ∧ Ln is used in order to point out that
“,” represents conjunction. We use the notational convention that
every variable is universally quantified. This means for example
for (AAI1) that ∀a, h, z is not noted for the scope of the entire
formula.

The axioms represent real world relations of AAI ele-
ments. For each axiom, the underlying concepts are ex-
plained in the following.

The first axiom (AAI1) says that fluent aut(h, a) is valid
at time z with 0 � z if it is always valid. Axiom (AAI2)
states that certificate fluent cert(x, px, h, a) is valid at time
z2 if it is initiated by the beginning of the associated certifi-
cate’s validity period at time z1 � z2 and if it is not invalid
between the times z1 and z2.

Axiom (AAI3) states that fluent cert(x, px, h, a) is in-
valid between the times z1 and z2 if

1. event e occurs at time z3 and

2. time point z3 is before or equal to time point z4 and both
time points lie within the interval [z1, z2] and

3. event e has a terminating effect on fluent cert(x, px, h, a)
at time z4.

Axiom (AAI4) states that the end of a certificate’s validity
period has a terminating effect on the corresponding certifi-
cate fluent at any time. Axiom (AAI5) says that a revocation
revokes(r, pr, cert(x, px, h, a)) has a terminating effect on
fluent cert(x, px, h, a) at time z if

1. public key pr is the authentic key of revocation issuer r
at time z (it is used for the verification of the revocation’s
digital signature) and

2. revocation issuer r holds the privilege of type cr(x) with
delegation level 1 at time z. cr(x) denotes the privilege
type for the revocation of certificates issued by entity x.

Axiom (AAI6) is used for the authentication of properties.
The binding of property prop(t, v) to entity h is authentic at
time z if

1. certificate cert(x, px, h, prop(t, v)) for this property is
valid at time z and

2. public key px is the authentic public key of certificate is-
suer x at time z and

3. certificate issuer x holds a privilege of type ci(t) with del-
egation level 1 at time z. ci(t) denotes the privilege type
for issuing certificates containing a property of type t.4

Axiom (AAI7) allows the authentication of privileges.
The binding of privilege priv(t, i) with delegation level i
to entity h is authentic at time z if

1. certificate cert(x, px, h, priv(t, j)) is valid at time z
which certifies privilege type t with delegation level j
with 0 < i ≤ j and

2. public key px is the authentic public key of certificate is-
suer x at time z and

3. certificate issuer x holds a privilege of the same type t
with higher delegation level i + 1 at time z.5

Axiom (AAI8) states that privilege priv(t, j) implies
privilege priv(t, i) if the delegation level i is smaller than
j and greater than 0.

4If t = κ, this corresponds to trust in the issuer of a public
key certificate. In this case, rule (AAI6) is equivalent to Maurer’s
(1996) rule (1) if the time component is neglected.

5If t = κ, rule (AAI7) corresponds to Maurer’s (1996) rule (2).

1480



Completion and Attribute Authentication
The model uses Clark’s completion (1978) to address the
well-known frame problem (McCarthy & Hayes 1969). In
short, the frame problem can be explained as follows: How
do we use logic to describe the effects of events without
having to explicitly represent all their non-effects (Shanahan
1999)?

The completion can be described as a transformation of
program clauses combined with the unique name assump-
tion (Baker 1991). It allows Alice to draw negative conclu-
sions based on the lack of positive information. For exam-
ple, if Alice’s view does not contain an event for the begin-
ning of a certificate’s validity period, the completion enables
Alice to conclude that this event did not happen. The com-
pletion, denoted by Comp, results from transformation steps
as described e.g. by Lloyd (1987).

Now we have established the means for reasoning about
attribute authenticity. In a first step, Alice describes her
view of the AAI using the Always and Happens predicates.
These atomic formulas are collected in the set V iew. Alice
is interested in the authenticity of an attribute (a property
or a privilege) for a certain entity at a given point in time.
The binding of attribute a to entity h is authentic at time z if
Comp(AAI ∪ V iew) is consistent and if

Comp(AAI ∪ V iew) |= HoldsAt(aut(h, a), z)

i.e. if HoldsAt(aut(h, a), z) is a logical consequence from
the completion of AAI ∪ V iew.6

Consistency
The consistency of the set Comp(AAI ∪ V iew) is a cru-
cial precondition for the applicability of the model. The fol-
lowing theorem facilitates a reliable decision about the set’s
consistency.
Theorem 1 (Consistency). If there exists no revocation for
a certificate which is used for the authentication or the au-
thorization of this certificate, then Comp(AAI ∪ V iew) is
consistent for any finite set V iew containing variable-free
Happens and Always atoms.

A proof of that theorem is provided by (Wölfl 2006). The
reason for inconsistencies are revocation cycles. Consider
the following paradox situation: A revocation r for cer-
tificate c exists which is used for the authentication or the
authorization of the revocation r. It cannot be decided if
either c or r is valid: the validity of r implies the inva-
lidity of c which implies the invalidity of r, etc. In case
Alice’s view does not contain a revocation cycle, the set
Comp(AAI ∪ V iew) is consistent according to the theo-
rem above. Again, the PROLOG program (Wölfl 2006) can
be used for an automated decision about the existence of a
revocation cycle.

6A calculus such as the Complete Systematic Tableau (CST)
(Nerode & Shore 1997) can be used for verification whether
HoldsAt(aut(h, a), z) is a logical consequence. However, it
turned out that a manual derivation can be long and time-
consuming because of the complexity of the modeled domain.
Therefore, an automated reasoning system should be used as
derivation tool. The work (Wölfl 2006) presents a PROLOG pro-
gram for that purpose.

Example
The following example illustrates the application of the
model. Figure 3 shows five certificates and a revocation.
The three certificates on the left hand side are self-signed
by Alice (denoted by a)7. In this way, Alice represents her
belief that entity x has the authentic property prop(κ, px)
(a public key) and that x has the privilege priv(ci(κ), 1)
for the issuing of public key certificates. The entity x ap-
plies that privilege and certifies prop(κ, pb) to entity b
and prop(κ, pr) to entity r. Furthermore, Alice assigns
the privilege priv(cr(x), 1) for the revocation of x’s cer-
tificates to entity r. That entity revokes the certificate
cert(x, px, b, prop(κ, pb)) at time 5.

Issuer: a

Signature verifiable by 

public key pa

Subject: x

Attribute: prop( ,px)

Validity: [0, 10)

Issuer: x

Signature verifiable by 

public key px

Subject: b

Attribute: prop( ,pb)

Validity: [2, 12)

Issuer: a

Signature verifiable by 

public key pa

Subject: x

Attribute: priv(ci( ),1)

Validity: [0, 10)

Issuer: a

Signature verifiable by 

public key pa

Subject: r

Attribute: priv(cr(x),1)

Validity: [3, 10)

Issuer: x

Signature verifiable by 

public key px

Subject: r

Attribute: prop( ,pr)

Validity: [4, 12)

Issuer: r

Signature verifiable by 

public key pr

Revoked certificate

Revocation time: 5

Property certification:

Privilege certification:
Certificate revocation:

κ

κ κ

κ

Figure 3: Five Certificates and a Revocation

The shown situation is formally represented by the fol-
lowing set V iew.

V iew = {

Always(aut(a, prop(κ, pa))),

Always(aut(a, priv(ci(κ), 2))),

Always(aut(a, priv(cr(x), 2))),

Happens(begin(cert(a, pa, x, priv(ci(κ), 1))), 0),

Happens(end(cert(a, pa, x, priv(ci(κ), 1))), 10),

Happens(begin(cert(a, pa, x, prop(κ, px))), 0),

Happens(end(cert(a, pa, x, prop(κ, px))), 10),

Happens(begin(cert(a, pa, r, priv(cr(x), 1))), 3),

Happens(end(cert(a, pa, r, priv(cr(x), 1))), 10),

Happens(begin(cert(x, px, b, prop(κ, pb))), 2),

Happens(end(cert(x, px, b, prop(κ, pb))), 12),

Happens(revokes(r, pr, cert(x, px, b,prop(κ,pb))), 5),

Happens(begin(cert(x, px, r, prop(κ, pr))), 4),

Happens(end(cert(x, px, r, prop(κ, pr))), 12) }

7Constants are printed using bold fonts.
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The Always formulas describe Alice’s own attributes.
For instance, Alice regards pa as her own authentic public
key. She is able to make the following conclusions about at-
tribute authenticity. For example, from her perspective pub-
lic key pb is the authentic public key of entity b at time 2:

Comp(AAI ∪ V iew) |= HoldsAt(aut(b, prop(κ, pb)), 2)

The revocation causes that this is not true at time 5:

Comp(AAI∪V iew) |=¬HoldsAt(aut(b, prop(κ, pb)), 5)

These results can be verified using the mentioned PRO-
LOG program or another (automated) derivation method.
The model’s potential is developed to the full in more com-
plex situations with numerous certificates and revocations
having divers validity periods and revocation times.

Related Work
The main part of related work belongs to the field of for-
mal PKI models. Three significant models are mentioned.
Jøsang’s (1999) certification algebra which is based on sub-
jective logic covers trust and public key authenticity. It al-
lows an agent to compute its opinion about the authenticity
of a certified public key.

A seminal paper of Maurer (1996) introduces a determin-
istic PKI model defining trust levels as natural numbers with
clear semantics. The PKI is modeled from the perspec-
tive of the user Alice who uses four rules to derive new
statements from her collected knowledge. Maurer’s work
does not cover certificate validity periods, revocations and
attributes different from public keys. In contrast to the men-
tioned approaches the current work covers these aspects.

Marchesini and Smith (2005) propose an extension of
Maurer’s model. The user confirms the validity of a cer-
tificate by means of “validity templates”. However, the work
does not include a derivation rule for these templates. There-
fore, important aspects such as revocation cycles are not an-
alyzed.

Conclusion
This paper presented a model for the decision about attribute
authenticity in a web environment which is based on the
event calculus. A possible application is the implementation
in a logic program which can be encapsulated in software
systems and serve as module for the decision about attribute
authenticity. This has the advantage that soundness, com-
pleteness and termination of the logic program, being crucial
aspects for the relying application, can be formally shown.
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Deutscher Universitäts-Verlag. (Formal modelling of
authentication and authorization infrastructures).
Zhou, J. 2003. Efficient signature validation based on a
new PKI. In Proceedings of E-Commerce and Web Tech-
nologies: 4th International Conference, EC-Web Prague,
Czech Repbulic, number 2738 in Lecture Notes in Com-
puter Science, 94–103. Springer Verlag.

1482



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 1
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


